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TINH PHU THQ Doc lap - Tu do - Hanh phic

$6:337/UBND-NC Phii Tho, ngay ] thang 7 nam 2025

V/v huéng dan bao dam an toan
thong tin trong sir dung cac hé thong
thong tin dung chung cua tinh

Kinh gtri:
- Céac sd, ban, nganh, doan thé tinh;
- Céac co quan Trung wong trén dia ban tinh;
- Uy ban nhan dan céc xa, phuong;
- Céc doanh nghi¢p Nha nudc trén dia ban tinh.

Thuc hién Quyét dinh s6 759/QD-TTg, ngay 14/4/2025 ciia Thu tudng Chinh
phu, phé duyét Bé an sap xép, to chirc lai don vi hanh chinh cac cip va xdy dung mé
hinh t6 chtc chinh quyén dia phuong 2 cap; Nghi quyét sé 03/NQ-CP, ngay
09/01/2025 ctia Chinh phii ban hanh Chuong trinh hanh dong thuc hién Nghi quyét
sb 57-NQ/TW, ngay 22/12/2024 cua B¢ Chinh tri vé dot pha phat trién khoa hoc,
cong nghé, d6i mai sang tao va chuyén déi s qudc gia. Nham ting cudng cong tac
bao dam an ninh mang, an toan thong tin, bi mat nha nudc va hoat dong binh thuong,
thong sudt ciia cac hé thong thong tin dung chung ciia tinh, ddc biét 1a hé thong thong
tin giai quyét tha tuc hanh chinh, Chi tich Uy ban nhan dan tinh yéu cau Tha truong
cac co quan, don vi, dia phuong quan triét can bd, cong chirc, vién chic thuc hién
nghiém tac mot s6 noi dung sau:

1. P6i v6i may vi tinh truy cip cac hé thong thong tin dung chung ciia tinh

- Viéc quan 1y, khai thac, sir dung may vi tinh phai tuan thil sy phan cap, phan
quyén, thao tic dung quy trinh, k¥ thuat. Thuong xuyén kiém tra, vé sinh thiét bi;
khi khong st dung phai tit may dé phong, chong chdy nd va hoat dong xam nhap
trai phép.

- Khong st dung cac ung dung mang xa hoi (Zalo, Viber, Telegram,
Facebook...) dé giri/nhan vin ban, tai lidu chwa dung ndi dung bi mat nha nudc.

- Khéng tiép nhén, truy cap vao nhirng thu dién tir, duong dan lién két la (Link
truy cap) khi chwa biét 16 muc dich, danh tinh ngudi guri.

- Han ché tdi da viée st dung thiét bi luu trix ngoai ((3 cung di dong, USB, thé
nhé, dia DVC,CD...) dé sao chép, di chuyén dit liéu; trude khi st dung thiét bi luu
trit ngoai phai tién hanh quét Virus, ma doc.

- Khéng tu y thay d6i thong sé ky thuit, g& bo bién phap bao dam an toan
thong tin duoc cai dit trong may tinh; khong cai dit cac phan mém khong dang muc
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dich phuc vu cong tac; khong lap dit, két ndi cac thiét bi tin hoc vao hé thdng khi
chua duogc sy déng y cua co quan.

- Khong tao, cai dat, phat tan virus, ma doc, phﬁn mém ddc hai, thu rac lam
anh huong dén hoat dong cua may tinh, hé thong thong tin dang st dung.

- Nghiém cAm st dung may vi tinh, thiét bi di dong cé két ndi mang Internet
dé soan thao, chuyén, nhan, luu trit thong tin, tai liéu c6 ndi dung thudc danh muc
bi mat nha nudc.

- Phan cdng cu thé viéc quan 1y, st dung may vi tinh ctia don vi cho timg can
b0, cong churc, vién chirc. Cac may vi tinh phai dat mat khau truy cap, dam bao co
tur 08 ky tu trd 1€n, bao gém chir in hoa, chir in thuong, chit s6 va cac ky tu dac biét;
dinh ky hang tuan tién hanh thay d6i mat khau truy cap.

- Khuyén khich cén bo, cong churc, vién chirc tu trang bi cac phﬁn mém diét
virus ¢6 ban quyén cho may vi tinh duoc giao quan 1y, str dung.

2. P6i vé6i tai khoan truy cip cac hé théng thong tin diung chung ciia tinh

- Ngay sau khi tiép nhan Tai khoan truy cap (tén dang nhap, mat khau) cac hé
théng thong tin, nguoi st dung phai tién hanh thay ddi mat khau mic dinh; mat khau
thay doi phai co tir 08 ky tu tr¢ 1€n, bao gém chir in hoa, chir in thuong, chit s6 va
cac ky tu dac biét; dinh ky hﬁng tuan tién hanh thay ddi mat khau truy cap.

- Khong luu thong tin ddng nhdp mac dinh cta Tai khoan truy cdp céc hé
thdng thong tin trén trinh duyét Web; khong luu trir thong tin vé Tai khoan trén cac
thiét bi dién tir c4 nhan.

- Phai dang xuét Tai khoan truy cap cic hé théng thong tin khi khong sir dung
may vi tinh.

- Khong tu ¥ trao doi, ban giao Tai khoan truy cap cac hé théng thong tin cho
ngudi khong c6 trach nhiém va chiu trach nhiém véi Tai khoan duoc cip phat.

- Khi can b, cong chrc, vién chirc khong con nhu cau sir dung Tai khoan truy
cap cac hé thong thong tin, chuyén doi vi tri cong tac, nghi huu... phai ban giao lai
Tai khoan cho don vi quan 1y can bg; don vi truc tiép quan 1y can bo ¢o trach nhi¢m
béo cao ngay don vi quan tri hé thong theo phan cp quan ly dé xur 1y (sira, x6a, thu
hdi...Tai khoan).

3. P6i v6i chirng thw chir ky s6 chuyén dung cong vu dé phuc vu ky so,
xac thue cac hé théng thong tin ding chung cia tinh

- Thuc hién nghiém ttc cong tac quan 1y, st dung dich vu chit ky sé chuyén
dung cong vu trong qua trinh sip xép, to chic bd mdy ctia hé théng chinh tri (theo
Huéng dan cia S6 Khoa hoc va Céng nghé tinh Phii Tho tai Cong van sé
582/SKHCN-CN&DMST, ngay 19/6/2025 - gui kem theo Cong van nay).
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- Béo quan, str dung diing muc dich; khong tu ¥ ban giao, trao doi chung thu
chit ky s6 chuyén dung cong vu cho ngudi khong c6 trach nhiém va chiu trach nhiém
quan 1y thiét bi duoc cip phat.

- P6i véi thiét bi chimg thu chit ky s6 chuyén dung céng vy, thudng xuyén
thay d6i mat khau dé dam bao an toan trong subt qu4 trinh str dung hé thong.

Yéu ciu cac co quan, don vi, dia phuong quan triét dén 100% can bd, cong
chirc, vién chitc nghiém tic thyc hién theo huéng dan trén. Phat huy vai tro, trach
nhiém cua ngudi dimg dau co quan, don vi d6i voi cong tac bao dam an ninh mang,
an toan thong tin, bao vé bi mat nha nude; xtr Iy nghiém céc tap thé, ca nhan néu dé
xay ra tinh trang mat an ninh mang, an toan thong tin, 10, mat dit liéu, tai liéu bi mat
nha nudc; chiu trach nhiém trudc Chu tich Uy ban nhan dan tinh trong cong tac dam
bdo an ninh mang, an toan thong tin va bao v¢ bi mat nha nudc tai co quan, don vi.
Trong qua trinh trién khai thuc hién c6 khé khan, vudng mic kip thoi phan anh vé
Uy ban nhén dan tinh (qua Cong an tinh) dé dugc hudng dan, giai quyét.

Giao Cong an tinh chi tri, phdi hop véi co quan c6 lién quan huéng dan, theo
ddi, kiém tra viéc thuc hién cong tac dam bao an ninh mang, an toan thong tin va bao
vé bi mat nha nudc trén dia ban tinh; bao cdo Uy ban nhan dén tinh theo quy dinh./

Noi nhn: CHU TICH
- Nhu trén; T

- TTTU, HBND tinh,;

- CT, cac PCT UBND tinh;

- VPUBND: CVP, PCVP; TTTT-CB;
TTPVHCC; Phong HC-TC;

- Luu: VT, NC (BC).

Ky boi: Uy ban nhén dan tinh Phi Tho

Tran Dﬁyﬁ‘ﬁ]ﬁ%@mwo
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